
02
Determine the 
attack's scope
Recognize the systems and 

data types affected, then list 

the most important systems for 

recovery.

01
Cease the attack
To lessen the attack’s impact, 

isolate compromised systems 

or networks. Containing the 

attack should be your top goal, 

but if you can accomplish so 

while simultaneously

protecting evidence by leaving 

affected systems on, do it.

03
Interact with 
stakeholders
Senior management, public 

relations, legal counsel,

insurance companies, vendors, 

and law enforcement are 

examples of stakeholders.

04
Seek support

Consider enlisting local and 

federal law enforcement, 

vendors, or other third parties 

experienced in ransomware 

recovery.

05
Gather evidence

Try to save any attack-related 

evidence you can with the 

assistance of law enforcement 

and other parties.

07
Secure the breach

Attempt to identify the systems 

and user accounts involved in 

the initial breach and any 

malware or persistence

techniques the attackers may 

have left behind.

06
Specify the 
ransomware
This will assist you in determining 

whether a decryptor is available 

and provide information about 

the particulars of confinement 
and cleanup.

08
Rebuild your 
systems
Use backups and known-good 

system images to recover 

crucial systems. Be careful to 

keep unaffected systems apart 

from clean systems.

09
Reset, Patch, 
Upgrade
To stop the attack from happening 

again, reset passwords, patch and 

upgrade software, and implement 

any extra security measures that 

are required.

10
Report the
lessons learned
Ransomware is constantly 

changing. Make the most of 

what you've learned from this 

attack to prepare for the next.

A startling 91% of businesses encountered some ransomware assault in 

2022. Avoid joining the group. Our solutions are designed to provide your 

business with the essential flexibility, support, and service level. With the 
help of our distinct services, you can acquire the tools and knowledge 

needed to effectively fight off, contain, or deal with attacks or disasters.

Join the Protected. Join Protected Harbor


